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Why |s Edge Security Importaniow?

Recent Activity

ARSA Tokens stolen
ALockheed Martin attacked
ASony PlayStation attacked
AStuxnet deployed in Iran
AGSM Cell Phones cracked
AMifare RFID Tags broken
AEtc.

Attackers will find the simplest, easiest and most cost
efficient way into systems!
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Do We to Secure the Edge?

THE SMART GRID SECURITY BLOG

NEWS | LOCAL BEAT

Security Experts
Stuxnet marks the Emergejg

By KEN KALTHOFF

{5 painT @0 SHARE ||y BuZZ UP!

Smart Meters Can Be Hacked:

Experts say security concerns could threaten power grid
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OK, What Can W=20?

It may not be long before end-users
request Edge Security ...

Today, we have three choices:

1. Donothing( € di dnodot w
BP, but we might just be
|l ucki er &)

2. Implement policies to restrict
system capabilities (which
leaves advantages untapped)
or

3. Secure Edge systems today
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ReatWorld for RFID

Power Speed Memory
= W =7 :
- 178 = Revere Security focuses on small,

= resource-constrained devices that
B S require low power consumption, offer
- =, fa_st_ response times and have a
et | SPa) minimal impact on memory.

=
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Interesting

l f? Cloaking i the ability to render
Information carriers such as

- I‘l] microprocessors or RFID tags invisible

Secure ID T information carriers respond
to each ping with a different 1D, which
renders traceability impossible

| Mutual Authentication T the abllity to
LG validate that sender and receiver really

are who they say they are
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Early marketc ompany é
A Privately funded
A Hummingbird cipher launched September 2009
A Algorithm in development since 2005

We provide security and privacy technologies for active
and passive RFID systems

A Computationally challenged

A Limited memory

A Power constrained

A Limited code space/chip area

We are working to help our partners achieve mass
adoption for secure pervasive computing technologies
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The Revere

Rick Stephenson, CEO

- Former General Motors executive
- Former Compuware executive

- 25+ years as an executive

Dr. Whitfield Diffie, Chief
Cryptographer

- Co-Inventor of PKI
- Former executive at Sun and Nortel

Chris Hanebeck, VP Product

- Former IBM executive

- Expert on RFID, Process and
Technology Implementation

Dr. Daniel Engels, CTO

- Former Research Director at MIT

- Led development of EPC Gen2
protocol

Erik Wood, VP Sales

- Former sales executive in several
RFID startups

- Expert on RFID

Eric Smith, Chief Scientist
- Inventor of Hummingbird
- Leading US Cryptographer

Peter Schweitzer, Chief

Cryptanalyst

- Former member of the Feistel
cryptographic research group

- First to investigate the DES cipher

al
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Troy Hicks, VP Engineering
- Former Sr. Engineer at HP and IBM
- 20+ years of IC design




Work With

Complex Smart Devices (laptops, cell phones)

A 32-bit or higher microprocessor
A AES /ECC Encryption very well suited
A Revere Hummingbird very well suited

today

Simple Smart Devices (active and passive RFID)

A 16-bit or lower microprocessor
A Traditional encryption too large, too expensive
A Revereds Edge technol ogies are the o
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Devices are to Secure

Memory

Speed

Power

© 2009-2011 Revere Security. All rights reserved.

To I T Do o I

To o I

Resource constrained devices have limited silicon or
code space

Severely limited computational capability
Constrained memory capability

Usability cannot be affected by security mechanisms
Security cannot slow functionality

Security must function at machine speed, not human
Milliseconds, not seconds

Power used for security severely affects battery life
Power used for security can impact wireless range

Many devices such as sensors and programmable logic
controllers used in critical infrastructure require battery life
of more than five years 1 impossible with classic security



HB2 vs. AES

Communication Savings

AAbility to send shorter
message sizes
AOne-pass authentication

Processing Speed

AUse of a hyper-efficient
16-bit (word) cipher

AHierarchical, decentralized
key management

Resource Efficiency

AAbility to fit onto 8-bit and
16-bit processors with
minimal performance
degradation

© 2009-2011 Revere Security. All rights reserved.

88% less data
transmitted on
every event

10x faster at
5% of energy

65% less code
space required

ALower communication cost in cellular
networks

ALess computational power required

AFaster communication speed

AMotivation to collect more granular
data

AHyper-efficient algorithm design
lowers power requirement

AFull 128-bit strength at lower cost

AFast key look-up technology

AHighly efficient key management
through ephemeral key technology

ASecuring PLC and SCADA is possible

ARetrofitting existing, deployed devices
is cost-efficient

ALow maintenance cost through
integrated security components

AProcure the smallest processor
needed

Al | measurements based on AES in EAAf(G é@g!ree



Standard Cryptography vs.

A
A
A
A
Y

Standard symmetric key block cipher

Designed for desktops, laptops and servers

Large, slow, and power inefficient

Well accepted through standards bodies

Not suited for resource-constrained environments

AES *

(i

Standard asymmetric public key cipher

Designed for desktops, laptops and servers

Requires significant time and space

Large, slow, and power inefficient

Well accepted in smart grid and Zigbee

Not suited for resource-constrained environments

ECC *

(i

|l nnovative symmeeéesignéaeyi fifmghb
Designed for 4-bit and above microprocessors

Small, fast and power efficient

Gaining acceptance in ISO, EPC and DASH

Perfectly suited for resource-constrained

environments

HB2

< 3o T Do Do

* Revere offers optimized implementations of standards-based cryptography as required by our clients

{.?’
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of Cryptographic Products

- Markets
-~ Smart Grid

Key Management *

= Key M t
dge ey Qfl—?%leme” Software

Edge Cipher — Applications
Core Products

e

HB Cipher ™
Passerine Cipher

Protocols /

Fast K(‘-:-ly LOOV ICS/
— PLC

:

Edge Key Injector

T
T
ST .

Automotive

* These products require a degree of custom application design for each client and m

© 2009-2011 Revere Security. All rights reserved. are not available out-of-the-box per se.
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Technology

16-bit block size good for short messages

we [

Hummi ngbirdé | 32 bits
I Is a 16-bit block rotor cipher AES paciing
i is designed for resource | 128 bits |

constrained devices
I has a built in mode of operation

Y4
AN

64-bit Initialization Vector (IV) may be repeated

I Is eaSin incorporated into RFID IV sets the initial state of HB rotors

Protocols HE DDDDDDDDDDDQ
I Is easytousei resistant to nonce VRS Message -

repeats attacks \_ Y,
[ allows for single pass message / HB hassingle passuthentication \

authentication (MAC) we [Nl = o6 bits ypical

Message MAC (16 128 bits)¢ Done at end of message by continuing encryption

<> | |
| : MAC¢ Done with second pass using hash orsﬁia

Message Padding
II]

\ mode of operation

© 2009-2011 Revere Security. All rights reserved. 14 rREevere




Analysis

ISSI (Information Security Systems

Incorporated)

i Leading information security and cryptanalysis
firm

I Association of 30 Scientists, Engineers, and
Mathematicians recruited primarily from the
National Security Agency (NSA)

I www.infosecsys.com

University of Waterloo, Center for
Applied Cryptographic Research

i Internationally recognized applied
cryptographic research center

I 27 faculty and affiliated faculty

i Revere Security research led by Prof. Guang
Gong

I www.cacr.math.uwaterloo.ca

2+ Years of Peer Review

i HB2 cryptanalsis by Dr Marku-Juhani O
Saarineen

© 2009-2011 Revere Security. All rights reserved.


http://www.infosecsys.com
http://www.cacr.math.uwaterloo.ca/

Involvement

Organization Protocol Hummingbird Customer
Engaged Defined Implemented Implemented

‘ A Actively engaged in Zigbee discussions

v

A Solution design in progress

Zigbee A Key competitors identified
A Tentatively proposed as high performance
security option in Dash7
Dash-7 A Solution design completed (MSP430)
A Co-chairing the security subcommittee
A Engaged in preliminary discussions with NSA /NIST
NSA/NIST ‘ A Currently in planning cycle for validation tests
EPCglobal ‘ A Tentatively proposed as high performance

option in EPC Gen2 V2
A Solution design complete

v

A Security discussions finalized
ISO A Solution design proposed
AHB now in WD Proposal

v
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Current HBZ

P Packages Jil  Software

HB1-EE4C, four clock
encryption engine
HB1-EE16C, 16 clock
encryption engine
HB1-EE20C, 20 clock
encryption engine
HB1-CEAC, four clock
crypt engine
(encryption and
authentication)
HB1-CE20C, 20 clock
crypt engine
HB1-AUTH, example
design block using EE
and CE blocks

Optimized C Code
Hand optimized T|
MSP430 code (16b
Micro)

Hand optimized

Microchip dsPic24 code

(16b Micro)

Hand optimized Atmel
AVR code (8b Micro)

Hand optimized ARM

Cortex code (32b Micro)

RTL Design Code
(VHDL and Verilog)

RTL Test Bench (VHDL
and Verilog)

Test Vector Generator

Simulation Makefiles
(Linux and Windows)

Design Documentation
Test Bench
Documentation
Modelsim and GHDL
Support

* Software packages include optimized object code with standard API and documentation.

** Encrypt Packages have been implemented in 130nm and 180nm

© 2009-2011 Revere Security. All rights reserved.

7 REVeRe



Implementation

Implementation on TSMC 0.13um HP SC Library 1.2V 6LM

Design Information

Design Status Routed

Design Name HB2-eedc

# Instances 878

# Hard Macros 0

# Std Cells 878

# Pads 0

# Net 1038

# Special Net 2

# 10 Pins 120

# PG Pins 2018
Library Information

# Routing Layers 6

# Masterslice Layers 1

# Pin Layers 3

# Layers 12

Floorplan /Placement Information
Total area of Standard cells  25975.485 um~2

Effective Utilization 8.9066e-01
Performance and Power
Frequency 10MHz
163.1uW (1.2v, 25C, typical
Peak Power uw (1.2 Ypica
corner)

© 2009-2011 Revere Security. All rights reserved.

Frequency Peak Pwr Leakage Area Gate
(uW) (uW) (um2) Equivalent
HB2-ee4c 100 kHz 1.93 417 27,381 3220
10 MHz 163.1 4.17 27,381 3220
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Hardware Implementation

Implementation on TSMC 0.13um HP SC Library 1.2V 6LM

Design Information

Design Status Routed

Design Name HB2-ee20c

# Instances 681

# Hard Macros 0

# Std Cells 681

# Pads 0

# Net 747

# Special Net 2

#10 Pins 120
Library Information

# Routing Layers 6

# Masterslice Layers 1

# Pin Layers 3

# Layers 12

Floorplan /Placement Information
Total area of Standard cells  17414.488 um”2

Effective Utilization 8.3216e-01
Performance and Power
Frequency 10MHz
Peak Power 149.1uW (1.2v, 25C, typical
corner)

© 2009-2011 Revere Security. All rights reserved.

Frequency Peak Pwr Leakage Area Gate

(uW) (uW) (um2) Equivalent
HB2-ee20c 100 kHz 1.73 2.63 19,383 2159
10 MHz 149.1 2.63 19,383 2159
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Hummingbird HBZ

Speed Encrypt Decrypt Initialize MAC Flash RAM
[cIockS] [clocks] [clocks] [clocks] [bytes] [bytes]

MSP430 1361 2648 3648

ATMEL AVR 495 652 1820 3465 3200 1500

dsPIC24 271 362 912 1897 4959 114
[clocks] [clocks] [clocks] [clocks] [bytes] [bytes]

MSP430 2187 2949 2518

ATMEL AVR 745 930 2970 5689 3600 114

dsPI1C24/30 319 371 1162 2248 2227 114

ARM Cortex 332 363 1492 2525 2200 116
[clocks] [clocks] [clocks] [cIocks] [bytes] [bytes]

MSP430 1520 1544 5984

ATMEL AVR 574 770 2296 4575 4178 115
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Edge Security

Smart Meter Network

Tag Reader CryptoServer LAN

w w w

Industrial Controller Network

© 2009-2011 Revere Security. All rights reserved.
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http://www.diytrade.com/china/4/products/8119264/Impinj_F31_RFID_UHF_Tag.html
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